
Control your life 
on the Internet

For teenagers!



Passwords

Remember to put a different 
password on all your devices! 
(computer, phone, tablet... )

Our tips 

/!\ If a hacker finds your 
passwords, he can: steal your 
personal information, spoof 

your identity, and even 
compromise your image! 

§ Avoid easy words and the names of the sites that host your 
account

§ Use different characters: use lower case, upper case, 
numbers, and special characters!

§ At least 12 characters (Yes...we know it's a lot, but...it 
matters)

§ Use a different password for each of your accounts

Passwords examples:websitename
Cy!B*RiA@45)
yourname3
PASSWORD



Tips for your devices 

If you have an iPhone, 

you can download 

this free application, 

TEHTRIS MTD! It will 

tell you if you have a 

vulnerability in your 

phone, and how to 

remove it.

Here’s a little list of 
ideas to avoid being 

hacked! 

Be careful on a public wifi. 

(train stations, restaurants)

Check the permissions of your applications in the 
settings. Don't give access to your microphone, 

camera, or pictures without your consent...

Don't forget to make regular backups of your 

data just in case!

You can also put a camera cover and turn off your microphone 

on your computer. That way, a hacker can't watch you or listen 

to your conversations! 

Don't forget to update your devices

You'll have less vulnerabilities :)



Browsing the Internet

You want to surf the net safely,
don't worry, those tips were made for you!

Remember to use 
official sites to 

download trustable 
applications!

Wanna create an account on 
a website?

Check that the site applies 
the General Data Protection 

Regulation.

Want to pay online? Be 
very careful with scams. 
(Little reminder: there is 
https and a padlock       )

Use secure sites as much 
as possible: they start with 
https and have a padlock 

in the search bar.



Social networks

Even if you delete 

content, be aware 

that there will still 

be records of 

your photos/videos 

in the databases 

and the Cloud. 

Make sure that 

your apps do not 

have access to 

your personal 

information 

(contacts, pictures, 

geolocation...)

You are protecting 

your life!

Use private accounts so that malicious people won't be able to see your content.
And yes, many of us don't think about it!

Do not click on 

any links or 

attachments that 

look suspicious! !

This is phishing, 

you might 

download viruses 

without knowing 

it. Don't share fake news or compromising content of your friends and yourself.Damaging people's 
image on thenet is punishable by law!

Also, don't forget 

to respect the 

minimum age for 

registration on 

social networks. 

These limits will 

protect you!

You use social networks 
every day, but how can 

you be sure you are safe?



Online games

§ Download your games on official websites

§ Do not share your personal information with other 
players (address, age...)

§ Whenever possible, use private game servers.

§ Choose a nickname that does not reveal your real 
identity

§ No matter the temptation, do not search for free 
codes on the Internet

§ If you download cheat codes, you might install 
viruses on your computer without knowing it



Now you have more control over 
your life on the Internet with full 

security and freedom 😀👍


